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l\MuE), 3TO 03HAYaeT, YTO XOCT MeCTa Ha3Ha4YeHunA npeacTasnaet
€060t TPAAULIMOHHYIO AS. 3TO NPUBOAUT K ToMy, 4TO SIG 3apaeT
MapLUpyTU3aTOp AOCTYNa B Ka4eCTBe CAIeAYIOlIero Xona v cooT-
BETCTBYHOLMM DsDBBOM nepeHanpasnaet MNCXOAALLMIA NaKeT.
B npotusHom cnyyae SIG nonyyaet y CS nyTb A0 yAaneHHoi AS,
WMHKaNCcyAMpyeT nakeT ¢ UCNonb3oBaHuem 3aronoska SCION v Ha-
NPaBAAET ero Yepes rpaHNyHbIN MapLpyT3atop (BR).

Cnyyaii b: Noaaeprxka SCION ¢ nomowubio abo-
HeHTcKoro o6opyaosanusa (CPE)

3aKa3umkK, koTopble npuobpenn SCION-coeanHenue y ISP, no-
nyuatot aboHenTckoe o6opyaosanme (CPE), npeaocTasnstoilee
M bYHKUMOHANLHOCTL SIG, BR 1 CS. Ha puc. 3 (b) npeactasnena
BbICOKOYPOBHEBAA TOMONOTMA CETU KOHEUHOTO 3aKa3uMKa, NOA-
nepxwsatoian SCION ¢ nomoubto CPE; KoHeuHble XocTbl (Ha-
npumep, H4 v Hs) HacTpoeHbl Takum 06pazom, 4Tobbl SIG2 Gbin
LUAK30M MO YMONY3HUIO ANA BbIXOAA B ceTb SCION.

BHYTpeHHAA MapLupyTn3auma Tpacduka SCION

3aKa3umKy He TPeGyeTCA N3MeHAT CBOI0 MH(PACTPYKTYpY BHYT-
peHHeit MapLIpYTU3aLMK ANA TOro, YTo6bI NepeAasaTb NakeTbl
SCION BbixoAHOMY BR; nakeTbl SCION MapLupyTU3vpyioTca Yepes
IP-ceTb npu nomowm npotokona IGP, Hanpumep, OSPF nan IS-IS.
YunTbIBan TOT (haKT, 4TO BHYTPeHHME AS CUMTAKTCA 33CAYXKN-
BalOWMMM A0BepUA, HanoXeHue IP nosepx MapLupyTU3aUumM
NepBOro Xona He NPUBOANT K HAPYLUEHMIO AU YXYAWEHNIO 33~
wnTHbIX cgoiicTe SCION. Ana o6mena naketami SCION ¢ ceTbio
npoBaitaepa rpaHnyHbie MappyT3atopbl SCION Ha cTopoHe
33Ka34MKa HANPAMYIO MOAK/NOYAIOTCA K TPaHNYHBIM MapLIpy-
TU33TOPaM Ha CTOPOHE MPOBANAEPa C MOMOLLbIO, HANpUMep,
ONTOBONOKOHHBIX Kabeneil uam Kpocc-CoeAMHEHMI YPOBHA 2.
BaXHO OTMETWTH, 4TO TeKyLuMe CORANHEHUA 3aKa3uMKa C Npo-
AykTMBHOM ceTbio SCION npeactasnaioT coboi npambie SCION-
COEAMHEHMA, 3 He COBMECTHO UCNoNb3yemble coeanHerus P /
SCION, T. e. xoTA IP MCNoNb3yeTcA ANA MapLIpyTU3aLnm Tpacmka
SCION BHyTpM AS, cyuiecTsytowme SCION-coeavHeHNs 3aKka3umka
He MOryT HanpPaBNATL 06bIYHbIe IP-NaKeTbl.

PasseprbiBaHue IXP

Touku 06meHa nHTepHeT-Tpacdnkom (IXP) UrpaioT 8 COBpeMEHHOM
WHTepHeTe BaXKHYI0 PONb, NOCKONLKY OHU NO3BONAIOT ISP, ceTam
nocTasku koHTeHTa (CON, content delivery network) u Apyrum
nposaiiaepam 06MeHNBaTLCA Mexay coboin Tpadukom. Kak
NPeACTaBNARTCA, CywecTsyloT ABE MOAGAM, KOTOpble
OMUCLIBAIOT TO, KAKMM 06Pa30M POnb IXP MOXeT GbiTb OTpaxeHa
8 uHbpacTpyktype SCION: mbo B Kayectse «6ONBLIOTO KOM=
MyTaTopa», M6 NOCPEACTBOM PACKPBITAA X BHYTPEHHEN TO-
nonoruu. B pamkax moaen 60/bLI0ro KoMmyTaTopa Toukm IXP
PaCcCMaTPUBAIOTCA KaK KpYMHbIe KOMMYTATOpbI L2, HaxoaAwmecs
MeX/y HeCKONbKUMI aBTOHOMHbIMU cucTemamu SCION, KoTopble
CNyxaT B KayecTse 3aka3umkos IXP. B 3Tom cnyyae ponb IXP
CBOAWTCA K COAGICTBUIO PaboTe ABYCTOPOHHMX (MMPUHIOBbIX)
COeAMHEHNI MeXAY Takumm AS. 3Ta poNb a6CONOTHO NPO3PaYHA
ANA NNocKocTy ynpasneHna SCION. B HacTosLLiee Bpema KOMNaHNs
SwissIX yxe ucnonbsyer 3Ty Moaenb, NPeANaran BUPTYanbHyo
nokanbhyto cetb (VLAN) cneumansHo ans SCION v 3anpewas
npotokon BGP. XoTa SCION ewe He npeanaraet npamyto noa-
/AepXKy MHOTOCTOPOHHETO NUPUHIa, 3BTOMATMUECKYIO CBA3HOCTb
3BTOHOMHbIX cucTem SCION yepes IXP MoxHO obnerunte npu

33LUMLLEHHAA UHDPACTPYKTYPE MEXAOMEHHOM MapLUPYTA3aLIAN

nomoLyu Nporpammbl cornacosanmns SCION Peering Coordinator,
aHANOTMYHOM COBPEMEHHOMY CepBepy MapLUpyT13aummn BGP.

Ha puc. 4 npeactasneHa pacwvpeHnHan moaenb, B pamKkax
KOTOPOW BHYTPEeHHAA Tononorva IXP packpbiTa HAa NAOCKOCTW
ynpagnenua SCION. B 3Tom cnyyae IXP ynpasnset cobCTBeHHbIMU
aABTOHOMHbIMU cuctemamu SCION, npu 3Tom Kaxaas AS npea-
cTaBnseT nnowaaky IXP, a coeAnHeHWA mexAay HAMW npea-
CTaBNAIOT Pe3epBHble CORANHEHUA MeX AY NAoLWaAKamM. Takas
PACLUMPeHHas MOARNb NO3BONAET 33Ka3umkam IXP ncnonb3osato
npucywue SCION cBOWCTBAa MHOronyTeBoi MapLipyTU3auuu
¥ GbICTPOro BOCCTAHOBNEHNA NOCNE OTKA308 ANA 33AeVICTBOBAHNA
BHYTPeHHUX BA3el IXP (BKNKOYAA pe3epsHble CBA3M) 1 BbIGUPATL
NYTV B 33BUCMOCTI OT NOTPEGHOCTeN NPUNOXKeHA (HanprMep,
€ UeNblo ONTUMIU33LMY 33AePXKKM MM NPONYCKHOM CNOCOBHOCTI
uepes ceTb IXP). 3Ta MOAGNb MOXKET LIeNNKOM 3aMEHUTb TeXHO-
noruio MPLS, koTopyto IXP ceroaHs valle BCero MCnonb3yior
ANA yNPaBNeHUA CeTAMM.

Puc. 4. Passeprbisatue IXP.

IXP

Site 1

Customers Customers

Site 2

3aKkno4eHue

SCION npeanaraeT LWMPOKME BO3MOXKHOCTY MeXAOMEHHOA MHO-
TONYTeBOV MapLIPYTI3aLY, MBKCUMM3VIPYA BbIFOAbI OT MPHCYLLEro
VHTEpHETY OrpoMHOT0 PasHoo6pasna nyTeit. 3Ta apxUTEKTypa
6bina pa3paboTaHa C aKLEHTOM Ha 06ecrneyeHme 3aLLTbI 1 BbICOKOM
[DOCTYMHOCTM ANA CKBO3HOM KOMMYHVKALIMM, OHA OTKPbIBAET YHN-
KanbHble NepenekTMebl ANA GYAYLIMX MHALMATUB NO PAsBUTUIO
ViHTepHeTa. Hanpumep, KOHTEHT-0PUEHTIPOBAHHBIM CeTAM Tpe-
6yeTcs MexaHu3m MapLUpyTU3auvK, obecneynsalowmin AoCTyn
K UCTOYHUKY AaHHbIX. SCION MOXeT NpeanoxmTb NPOTOKON MapLu-
PYTM33UMM ANA NOAAEPXKKM TaKoil dyHKUMOHaNbHOCTY. Mocne
TOro, Kak B CepBiMCHOM MHGPACTPYKType Gbin HailaeH cepsep
MB0 K3 KOHTEHTA GbiN 06HAPY>KeH B KOHTEHT-OPUEHTUPOBAHHOM
apXUTEKType, ABYXTOYEUHAA CBA3b MEXAY KOHEUHbIM XOCTOM
1 cepBepom 06ecreunT BbICoKyH 3 heKTMBHOCT 06MEeHa ABHHbIMY,
MOCKONbKY UMCTaA TPAHCMOPTMPOBKA AaHHBIX GbiCTpee, yYem cep-
BEPHbIN UM KOHTEHTHBbIN NOUCK. AHANOMMYHBIM 06pasom SCION
COCOGEH NPEeAOCTaBTb ABYXTOHEUHYHO KOMMYHUKALOHHYIO MaT-
PUILY B PAMKaX OPUEHTUPOBAHHOI Ha MOBNHOCTb aPXUTEKTYPbI.
Kak pesynbart, SCION coaepu1T MexaH3mbl, KOTOpbIe AOMONHAIOT
MHOTVe paHee NpeANarasLumec apxuTeKTypol ViHTepHera.

9
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co6oit MpAMOe KPOCC-CoeAuHeHne BAMKHero AeiicTsna, no-
TeHUManbHble He0CTaTKK, CBA3aHHbIE C UCMNONb30BaHNeM IP-
MHKANCyNALWY, HANPUMep, HEONTUMANbHAA MapLIPYTU3aUMs,
nepexsat BGP 1 meANneHHan KOHBEPCWA, /183 /N BbI3OBYT Ka-
K1e-nn6o CNoXHoCTU.

W HakoHel, puc. 2(c) MOKa3bIBaeT pa3BepTbiBaHue pe3epBHOro
coeAvHeHNA. OHO 06beAVHART ABE BLILUCONUCAHHbIE MOARNM
Pa3BepTbiBaHNA, yCTaHaBANBaA ABA SCION-coeanHeHns mexay
CMEXHbIMI AS. YuuTbiBas TOT (aKT, 4To B pamkax MoAenn
MapwpyT13aTop Ha Nanouke hu3nMyeckoe coeanHeHre MoxeT
6biTb NeperpyxeHo 06bluHbIM Tpadukom, SCION-coeanHenne
Ha 6a3e IP MOXeT N0ABEPrHYTLCA aTaKaMm, YTO CHM3NT ero xa-
PaKTepUCTIKIA. OAHAKO NPV MCMIONB30BAHUN MOAC/M Pe3epsHoro
COEAVHEHMA NPOBAIAEPbI UHTEPHET-YCAYT UMelT B CBOeM
pacnopsxennn ABa usnyeckn paspensbix SCION-kaHana
1 COXPAHAKT CyLIeCTBylolee CORAMHEHMe, YTO NO3BONACT Mo~
BbICUTH AOCTYNHOCTb, YAYUWHTH B33NMOCOBMECTUMOCTb 1 YCKO-
PUTb BOCCTaHOBAGHME NMOC/E 0TKa3a.

Noaaepxusatowme SCION nposaitaepbl HTEpHET-yCayr obec-
neunsaloT 3hheKTUBHYI0 KOMMYHMKaLWIO MexAay co6oi Aaxe
B CLEHAPUAX C YACTUYHBIM PAa3BepPTbIBAHMEM; T. €. ABe MOA-
Aepxusatouie SCION aBTOHOMHbIE CUCTEMbI HE06A3aTeNbHO
AONXKHBI GbITb CMEXHBIMX. B TO e Bpems, HaBeAeHUe MOCTOB
MexAy Asymsa octposamu SCION, Hanpumep, npu nomouyu
co3aaHua IP-TyHHeNs ANA nepecbinkn naketos SCION yepe3s
06LeAOCTYNHbIN HTEPHET, NPUBOAMT K NOABNEHMIO CBA3AHHBIX
¢ BGP ysizgumocteir. Ans peweHns 31oi npobaembl 6bin co3aaH
TPaH3UTHbIN cepsuc SCION — rnoGanbHas MarucTpans ANs
noaaepxmsatomx SCION nposainaepos MHTepHeT-ycAyr. TpaH-
3uTHbIN cepauc SCION obecneynsaer co3aamme npambix SCION-
COEAVHEHNIA, KOTOPble Peanu3yioT KCKNI03NBHYIO Nepeaady
Tpacuka SCION cpeaw 6onee Yem 60 LEHTPOB 06pa6OTKM AaH-
HbIX, PACNONOXeHHbIx B EBpone, A3um v Ha BankHem BocToke.
BNaroaaps WMpoKoMy pacnpocTpaHeHnio Touek NpUCyTCTanA
NPOBaiAGPbI MIHTEPHET-YCAYT MOTYT N1erko YCTaHaBNMBaTh A0~
cTyn (Yepe3 oAuH Xon) K r06aNnbHOMy TPaH3UTHOMY CepBuCY
SCION co ckopocTbio 1 F6uT/c MK 10 F6KT/C, NnepeHanpasnas
Tpaduk SCION yepes ceTb, B KOTOPOW HE UCMONbL3YETCA NPOTOKON
BGP.

Pa3BepTbiBaHUE KOHLEBbIX AOMEHOB

Puc. 3. lpUMep passepTbiBaHMA ANA KOHLIEBbIX AOMEHOB.
Bnaroaaps wnto3y SCION-IP KoHUeBbIe AOMEHbI N0AACPXKUBAKT

SCION-COeAVHEHWA, PY 3TOM OKOHEUHbIE XOCTbI OCTAKOTCA HeUIMEHHBIMM.

33LUMLLEHH3A MHPPACTPYKTYPA MEXAOMEHHON M3PLIPYTH33LMM

s

MHTepHeT M3HYTPH ©

33Ka34MK MOXET 1CroNb308aTb SCION ABYMA PasHbIMy Crlocobamu:
(1) Hanpamyto yepes npunoxenns SCION u (2) nocpeacTeom
npo3payHon KoHsepcum IP-to-SCION (3 IP 8 SCION). Bbiroaa
OT HenocpeaCTBEHHOro Mcnonb3osama SCION 3akntoyaeTca
8 TOM, YTO MPUNOXEHNA MONYYAKT AOCTYN KO BCEMY CMeKTpy
NPeVMyLLecTs 33 CYeT anrpeitAa onepauMoHHOM CUCTeMbI 1 Npu-
noxeHnin hyHKumamn noaaepkn SCION. B KpaTkocpouHoi nep-
CcnekTiBe NoAX0A (2) ABNAGTCA NPEANOUTUTENbHBIM, MOCKO/NIbKY
OH ncnonb3ayer w3 SCION-IP (SIG, SCION-IP-Gateway), KoTopbii
VHKancynnpyet o6blukbiit IP-Tpacmk 8 naketol SCION. Mpu 3Tom
COOTBETCTBYIOWMIA SIG B MeCTe Ha3HaueHWs BbINONHALT AeKan-
cynaumio (pachopmMnpoBaHue) NakeTos.

3aKa3umKy HaAo BbIGPATb, CTAHET /M ero AOMeH aBTOHOMHOI
cuctemoit (AS) 8 coctase SCION (Cyuait @), UAM OH NOAKAKOUUTCA
K aBTOHOMHOI1 cucTeme nposainaepa (Cnyyait b).

Cnyvaii a:
noaknYeHue 3aKazumka SCION nanpamyio

[lo HACTOAWEr0 BpeMeHU BCe OpraHW3aumMy, oCywjectusne
pa3BepTbiBaHMe, NPeANoYNN NPeBpaTUTh CBOW AOMEH B aBTO-
HOMHYIO CUCTeMY, MOCKONbKY B 3TOM CAy4ae He TpebyioTca
CNOXKHbIE KOHDUIypaumm (MOAUTVKI) M3pLIPYTI3aLMK. Tpebyemble
KpUNTOrpadnyeckme cepTduKaThl BbIAITCA UEHTPaNbHbIMN AS,
a8 KayecTse HoMepoB AS MOBTOPHO UCMON3YIOTCA CETOAHALLHME,
260 NpY HEOBGXOAMMOCTU 3T HOMEPa BbIAENAKTCA U3 Gonee
KPYMHOro 48-61T0B0ro NpocTpaHcTea Homepos AS SCION.

Kak nokasaHo Ha puc. 3 (a), HaTypanbHble xocTbl SCION (T. e. H1)
MoryT oTnpasnaTh Tpadpuk SCION HENOCPEACTBEHHO TPaHUYHOMY
MmapLupyTuzatopy SCION yepes cyLiecTsyoLLyio MHDPACTPYKTYpY
MapLLPYTM3aLnM BHYTPW AS. HaTypanbHbie xocTbl SCION ocHalLieHb!
CTeKoBbIMM KoMNoHeHTamn SCION, KoTopble NO3BONAIT NPUNO-
JKeHUAM reHepupoBaTh naketbl SCION. KomnoHeHT nnockoctn
AaHHbIX (T. e. nporpamma-avcneryep SCION) B3aumoaeincTayer
CMPOTOKON1aMM 60/1ee BLICOKOTO YPOBHA 1 OCYLLECTBAAET Nepeaayy
nakeTos. KOMNOHEHT NNOCKOCTY ynipasnerus (T. e. AemoH SCION)
06MEHMBALTCA AQHHBIMM C CEPBUCOM YNPaBAEHNA AS, BLINONHAR
MOMCK 1 CO3AAHME NYTU ANA NPUNOXKEHMI OT MX UMEHN.

0AHAKO OYEBMAHO, 4TO MHOTME XOCTbI 33Ka34NKOB, BO3MOXHO,
He 6yayT nepBoHavanbHo noaAepxmsats SCION. Mostomy wiio3
SIG (7. e. SIG1) No3BONAET TPIAVLMOHHBIM XOCTam (Hanpumep,
H2 v H3) ncnonb3oeats cetb SCION. LLnto3 SIG
0TBEYaeT 33 MHKANCyNAUMio/AeKancynaumio IP-
nakeTos, popMUpyA U3 HUX (PachopMMPOBLIBaA)
naketbl SCION Ans Toro, 4To6bl 06ecneyunTsb co-
BMeCcTUMOCTb SCION M TPaAMUMOHHBIX CceTe.
Mpoue Bcero 6bin0 Gbl ycTaHOBUTL W3 SIG
Ha BxoAe BCero TpahuKa 3aKa3uuka, HO BO3-
MOXEeH BApWaHT, KOrAa SIG 33A3eTcA Kak W3

A

110 YMONY3HWIO TONLKO ANA TEX XOCTOB, KOTOpbIE
[AO/VKHBI B33MMOAGNCTBOBATH €O SCION.

Mocne Toro Kak Wnto3 SIG NoAYyYUN NCXOAALLMIA
NakKeT, OH NpexAe Bcero onpeaenaer aBTOHOM-
Hyto cuctemy (AS) SCION, K KOTOPOM OTHOCUTCA

IP-aapec mecta HasHaueHua. ina peanunsauum
0To6paxeHNs MeX Ay NPOCTPaHCTBoM IP-aapecos

= Tsm : EA:«.-
= x
s &8B! o
CPE Gy
= =5
AK/IONEHIME 3ARAIMKD (b) Noanepxka SCION ¢ nomou

0 6OHEHTCKOr 0BOpYAOBaHMA

1 AS w3 SIG xpaHuT Tabauuy ASMap. Ecan
ANA 3Apeca MecTa HasHaueHna He GyaeT Hail-
[AeHo cooTBeTcTBMe (T. . OH OTCYTCTBYET B Tab-






